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POLYALPHABETIC SUBSTITUTION CIPHERS

 Because simple substitution ciphers use a 
single mapping from plaintext to ciphertext 
letters, the single-letter frequency distribution 
of the plaintext letters is preserved in the 
ciphertext.

 Homophonic substitutions conceal this 
distribution by defining multiple ciphertext 
elements for each plaintext letter.

 Polyalphabetic substitution ciphers conceal it 
by using multiple substitutions.



Polyalphabetic (2/)
 The development of polyalphabetic ciphers 

began with Leon Battista Alberti, the father of 
Western cryptography.

 In 1568, Alberti published a manuscript 
describing a cipher disk that defined multiple 
substitutions. (See the figure 2.7)



- H, K, and Y were not used and 
-J, U, and W were not part of the Latin alphabet)
- and the numbers l-4 (for special codes)



Periodic Substitution Ciphers



Vigenere and Beaufort Ciphers
 A popular form of periodic substitution cipher based 

on shifted alphabets is the Vigenere cipher. 
 This cipher has been falsely attributed to the 16th 

Century French cryptologist Blaise de Vigenere. 
 The key K is specified by a sequence of letters:

K = k1 . . . kd ,

 Where ki(i= l,...., d) gives the amount of 
shift in the i-th alphabet; that is,

.fi(a) = (a + ki) mod n



Example
 The encipherment of the word RENAISSANCE 

under the key BAND is shown next:

M = RENA ISSA NCE
K = BAND BAND BAN

   Ek(M) = SEAD JSFD OCR .

 In this example, the first letter of each four-letter 
group is shifted (mod 26) by 1 (B), the second by 0 
(A), the third by 13 (N), and the fourth by 3 (D).





The Beaufort cipher
 The Beaufort cipher is similar, using the substitution

 Note that the same function can be used to decipher; 
that is, for ciphertext letter c,

 The Beaufort cipher reverses the letters in the alphabet, 
and then shifts them to the right by (ki + 1) positions. 
This can be seen by rewriting fi as follows:

fi(a) = (ki - a) mod n.

f-1
i(c) = (ki - c) mod n.

fi(a) = [( n – 1 )- a +(ki + 1) mod n.



Example

The Beaufort cipher is named after the English 
admiral Sir Francis Beaufort, although it was first 
proposed by the Italian Giovanni Sestri in 1710.



Variant Beaufort cipher
 The Variant Beaufort cipher uses the substitution.

 Because (a - ki) mod n = (n + (a - ki)) mod n

                          = (a + (n – ki)) mod n

                          = (a + K) mod n

 the Variant Beaufort cipher is equivalent to a 
Vigenere cipher with key character (n – ki) . 

 The Variant Beaufort cipher is also the inverse of the 
Vigenere cipher; thus if one is used to encipher, the 
other is used to decipher.

fi(a) = (a - ki) mod n.



Kasiski Method
 The Kasiski method, introduced in 1863 by the 

Prussian military officer Friedrich W. Kasiski.
 It analyzes repetitions in the ciphertext to 

determine the exact period.
 For example, suppose the plaintext TO BE OR 

NOT TO BE is enciphered with a Vigenere 
cipher using key HAM as shown next:

M = T O B E O R N O T  T O B E
K = H A M H A M H A M H A M H

   Ek(M) = A O N L O D U O F  A O N L



Running-Key Ciphers
 In a running-key cipher, the key is as long as the 

plaintext message.
 One method uses the text in a book (or any other 

document) as a key sequence in a substitution 
cipher based on shifted alphabets.

 The key is specified by the title of the book and 
starting position.



Example



 Because perfect secrecy is possible using key 
sequences as long as the messages they encipher, 
one might expect a running key cipher to be 
unbreakable.

 This is not so. If the key has redundancy (as with 
English text), the cipher may be breakable using 
Friedman’s methods.

 Friedman’s approach is based on the observation 
that a large proportion of letters in the ciphertext 
will correspond to encipherments where both the 
plaintext and key letters fall in the high frequency 
category.
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